North American
Electric
Reliability

Council

EMERGING Risk To OUR

ELECTRIC INFRASTRUCTURE

Pt Pt P P Pt

A BUSINESS CASE
FOR ACTION

he wedth of our naion and the qudity

of life of its dtizens ae built upon

citica  infrastructures, such as  tde

communications  dectridty,  trangpar-
taion, and finendd sstems mosly owned
and opaded by private industry, dates and
municipdites  During decades of ddivering
services to their cusomers, in the face of the
word naurd disssters, these criticd  infra
dructures have emerged as robud, reslient,
and rdidde with genedly wdl-established
programs and plans to assure continued ddiv-
ery of sarvice.

The dectric infragructure in paticular has
been teded from its inogotion by hurricane
eathqueke, landdides, firesorms, and  flood.
Because of that continuous teding and gopli-
caion of “lesons leaned” over the years an
dectric infradructure has emerged in  the
United States thet is the envy of many other
countries.

CONVERGENCE OF CHANGE

owever, change is converging on the

dectric indudry, a a pace not seen

before in its higory. The world has

changed paliticaly, economicdly,
and technologicaly. The Cold War ended. It
is no loger a bipdar pditicd world, but a
multipolar one, where the threst and growth of
terrorian has replaced more traditiond war-
fare.

Mgor advances of Americean indudry into
globd makes fuded a foocus on sudaning
compdiitiveness and managing cods. Mawy
companies forced to manage thinning profit
magins in a globd make place, placed pres-
sure on the suppliers of ther basc commod-
ties such as dectricity, to reduce prices. At
the same time, the demand and use of dectric-
ity grew to support more sophidicated service
ddivery and menufacturing processes operd-
ing & higher speed and accuracy.

Information Technology (IT) is more access-
ble thean ever to a wider population. It is now
possble to peform more wide-ranging ad
sophidicated tasks with fewer kills and less
technicd knowledge then previoudy possble
The nation hes truy moved into the Informe-
tion Age
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THE INFORMATION AGE

comprehensve  degpendence on i

formation sysems has brought im-

mene bendfits to industry and gov-

ernmen. In paticular, the United
Saes has built an informaion and communi-
caions infragtructure many times more extar
sve and cgpable than that of any other nation



In 1997, this dependence was reflected in the
fallowing:

»  The number of computers inddled
in the U.S. was edimated a more
then 180 million. This number rep-
resented 42% of the world's can-
puting power; five times tha of Ja
pan, and seven times that of Ger-
many.*

»  Ningy percent of large U.S. comm-
nes and 75% of gndl ones huilt
ther daly budnes adtivities around
locd area ngworks?

> The U.S. accouted for more then
200 million connect hours per day,
more then 170 million tdephone ac-
cess lines 14 million fax machines,
and st informaion through net-
works mede up of aout 2 hillion
milges of fiber optic and copper ca
ble

> More dectronic mail wa sent than
letters via the United States Posta
Savice, and U.S. consumers bought
more computers then automobiles*

»  Although the Internet was globd in
reach, 60% of its assets were con-
centrated in the U.S°

> More than 400000 commedd and
govenmenta web dtes ae now
online.  Purchases over the Internet
ae proeted to reech $117 hillion
by 2002.°

! petska-Juliussen, Karen and Juliussen, Egil, The 8" An-
nual Computer Industry Almanac, (Austin, TX: The Refer-
ence Press, Inc., 1996), 483.

2IDC/LINK, “The U.S. Electronic Distribution Infrastruc-
ture: Size, Ownership, Geography, and Vulnerabilities’, a
report prepared for the President’ s Commission on Critical
Infrastructure Protection (1997), 4.

% | nternational Telecommunication Union, World Telecom-
munication Development Report 1996/97: Tradein Tele-
communications (Geneva), A-43.

4 Internet Council, “ State of the Internet: USIC’s Report on
Use and Threatsin 1999”,
<http://www.usic.org/currentsite/usic_state of net99.htm>.
5 Petska-Juliussen, Karen and Juliussen, Egil, The 8" An-
nual Computer Industry Almanac, (Austin, TX: The Refer-
ence Press, 1996), 553.

® Rutkowski, Tony, “Internet Hosts— Overall Trend”,
General Magic

<http://www.genmagic.com/Internet/ Trens/slide-4.html>.

Far more then awy other ndion, information
technology hes reshgped U.S  commercd,
governmentd, and pesond ativities—how
people work and Ive  This country hes led the
world into the Information  Age. In doing

S0, U.S economic competitiveness,
governmental  effidency, and pesond sty
have become uniqudy  dependet  upon

infformetion technology. It is the common
threed, dong with enagy, eyeddly
dectricty, which runs through dl our citicd
infrastructures.
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THE ELECTRIC BUSINESS
IN THE INFORMATION AGE

lectric indudry restructuring and the

desre to ocompee dfidently and

dfecivdy in a deegulated maket

plece have driven and will continue to
drive widesread, and heretofore unimagined,
gopliction  of  information  techndlogy  to
eectric infrastructure operations, new types of
busnesses and compdition in this indudry.
In many indances having access to
information can be a deeminant in whether
an organizdion can successfully paticipate in
new makets created by the dectric industry
restructuring.

What |s Changing?

Manned Facilities Operations -> Unmanned Facilities
Remote Monitoring =) Automated Monitoring/Control
Local Markets * Open, Regional/National Markets
Local Customer Services -} Consolidated Call Centers
Customer Biling Information =J» Customer Services Information

Heterogeneous Technology * Standardized/Homogeneous

Traditional Electric Services * Ontline Businesses/E-Commerce
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Operational Dependencies
on Information Technology

There is dready a dependency on informa
tion technology in the core opadions of
ou detric supply and ddivery sydems
and that dependency is forecast to grow.

“[M]ost of the 3,200 eectric power utilities
depend upon networks to manage and control
their ddivery of power. The electric power
generation transmission and distribution sys-
tems are controlled in part by a multitude of
Supervisory Control and Data Acquisition
(SCADA) systems that monitor, report, and
partially control and regulate the flow of er
ergy. These systems...are linked to central-
ized centers and corporate management sys-
tems, many of which are aso connected to
the outside...””

7 President’ s Commission on Critical Infrastructure Protec-
tion, “A Casefor Action” (1997), 7.

Emerging Industry Markets

and Market Restructuring

mandeting  paticpation  in
open makets.  In the dedric indudry, the
voume of  kilowat-hours in  wholesde
transactions grew  dramaticdly  from 1990
to 1996. These transactions are often part
of emegng dae o regond makes
(such as the Cdifornia dectricity market)
that indude busness conducted over the

Deeguidion is

Internet, virtud  privte  neworks,  and
limted dedicated networks Functions

auch a pidng, <hedding,  bidding, me-
tering, cgpadty limit  notificaion,  utiliza-

ton and dloction, and Htlements &
wdl a ocotrod  of generaion, tranamis
gon, and demad ae bang caried out
over these networks Energy wholeders
rly on information and access to makets
to conduct vaious forms of abitrage and
to maximize finendd gan. The dedtric-
ity supply and ddivery busness is becom-
ing eectronic commerce,

8 president’ s Commission on Critical Infrastructure Protec-
tion, “ Critical Foundations: Protecting America'sInfra-
structures” (October, 1997), A-33.
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The devdopment of generdion and trans
misson  cgpadty  trading  follows  the
modd of the finendd indugtry’s commod-
ity makes  The indudries ae compara
ble in thar dependence on the rdidility,
avaladlity, and inteyity of ther informe
tion sydems Daly, milions of ddlas
worth of dectricdty can be traded over
neworks, jut a commodities such as
whest and corn ae traded. The informa
tion tedndogy dependency of  the
financial infragtructure of today and as it
evoves may be an indicdion o even a

modd of how this pat of the dectric
industry will evolve,
Falue to mantan oconfidentidity, integrity,
or avaladlity not only compromisss a busi-
ness drategy, but threstens the confidence of
those paticpaing in makes and can have
dissdrous effects by increesng market uncer-
tanies and potetidly ingoiring  govemment
intervention or regulation.
“The movement of funds within the U.S.
totally relies on computer-
controlled systems and the public
telecommunications networks that link them
together. Each year, trillions of dollars of
funds are transmitted over a small number of
interdependent networks. These four net-
works — FedWire, the Clearing House -
terbank Payment System (CHIPS), the
Society for Worldwide Interbank Financia
Telecommunications (SWIFT), and the
Automaied Clearing House (ACH)—

° Graph developed from data listed in U.S. Energy Informa-
tion Administration, “Electric Trade in the United States
1996, Executive Summary” (1997), 4
<http://www.eia.doe.gov/cneaf/el ectricity/etus/exec_sum.ht
mi>.

domestic eectronic

transmit  virtudly al i
I.H

transactions, and many overseas as wel

New Requirementsfor

Business Competitiveness
Matwy decric utlites have inveted in
highly sophigticated, information-intendve,
consolidated, cusomer cdl centes and dis
pach centers.  These invesments are intended
to ensure responsveness and assure  confi-
dence to the communities and customers that
an dectric utility serves.  Disruption of the
underlying computer  and  tdecommunications
sysems that support these processes can dis-
rupt a utlity's sarvice cgpability and rupture
caefully nurtured cusomer rdaionships ad
public  confidence. Conssguences  indude
reguatory soruting,  finendd  pendties  and
public embarassment that can lead to loss of
cusomer loydlty.

Corporate Restructuring

Mergers, acquistions and patnerships (and
ther disolution) have become much more
common as organizations seek to better dign
themsdves for future makets capitdize on
ther drengths and complement their present
busness opportunities and options. Many
have engaged in offshore acquistions or bids
into foreagn makets. New and evolving part-
ners and subddiaies may require new links
integration, or even compatmentation of ex-
iging networks and other information assets.

I nvestor Owned Utilities
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10 presjdent’ s Commission on Critical Infrastructure Protec-
tion, “A Casefor Action” (1997), 7.

11 Graph devel oped from data listed in American Public
Power Association, “Investor-Owned Utilities: Mergers



One smior decric utility executive re-
poted that his company dramdicdly in
creased its dtention to the security of its
information networks and asts when it
began to engage in  intendiond  energy
busness operaions. For this corporation,
acquiring  foregn  companies, some  of
which, in tun, had opedions ad hod
ings in oountries known to be unfriendy
to the United Saes meade tightening of
information security a business necessity.

International Mergersand Acquistions
U.S. Investor Utilities
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onsquently, the impact of digyp
tions to information sysems or

corruption  of  information  produced

or trangported by dectronic  sys
tems supporting busness edtivity and sys
tems opedions will become fa greater in
megnitude then & ay othe time in the
higory of the dectric indusry. The bene
fits of udng informaion technology come
with risks tha have not previoudy ben
wedl recognized. Along with the bendfits
of informaion technology is the dramdic
expandon of accesshility to tods ad
techniques that can be used to do ham
by dectronic means  Our nationd god of
necessity is to recognize and manage
these risks when these tools are misused.
Tools tha can be used to digupt or deny
service or to corrupt or dedroy dectronic
information ae more accessble on  the

and Major Acquisitions” (December, 1999)
<http://www/appanet.org/ppeui/mergers.html>.
2|pid.

Internet  now then ever before Hacking
adtivity in our curent cuture is more
likdy to be odexaed in books and mov-
ies than to be condemned as a form of
tregpasing or intruson on privacy. The
technology of hacking hes advanced to the
pont that may tods tha required In-
depth knowledge a few yeas ago have
become  hignly  atomated and @ us-
friendly. Hacking toodls and techniques
have even been poged on dectronic bulle-
tin boads on the Intendg, avaldde to
awyone with a computer, a modem, ad
Internet sarvice Veay sophidicated  tools
ae packaged with easyto-follow cripts,
a ‘“threat-in-a-box.” Moreover, perpetra-
tos canot be emdly o quickly identified
or caegorized, advasdy dfecting  the
levd and soeed of reponse and remedia
tion.

Those who can use these tools and techniques
range from the recrediond hacker — who
thrives on the thrill and chdlenge of bresking
into another’'s computer —  to the nationd
security threat of information warriors  intent
on achieving drategic advantage.

Common to dl thregts is the indder.  Millions
of dolas coud be goent on techndlogy to
protect an infragtructure, but well-placed i
dders or disgrutled employees can bypass
technological safeguards. Consequently,
the insider represents a oecid chdlenge.

Likely Sourcesof Attack

Disgruntled Independent us Foreign Foreign

Employees Hackers ~ Competitors Competitors Government

13 CSI/FBI 1998 Computer Crime and Security Survey
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THE EMERGENCE OF SUBSTANTIVE
NEW BUSINESS RISK

he applicstion of informaion technok

I ogy to electricity supply or de-

livery orgenizations brings subdar

tid benefits However, as these or-

ganizdtions increese  rdiance  on  infamation

sysems, the disruption or caruption of those

systems now can become subgtative business

issues that chief executive officers (CEO) and
boards of directors treditiondly worry about:

»  Budgness operations survivability.

»  Cudomer rddionships and new
business competitiveness.

»  Publicandinvestor confidence.

Without appropridte dtention to the security
of these sygsems and the informaion they
support, the risk profiles of dectricity supply
and ddivay oganizations can change dra
mdicdly. And these riks can esdly reman
unidentified, as orgenizationd dependence on
new technology grows.

Business Oper ations Survivability

As informdion sysems ae more highly inte-
grated into the core service or product ddivery
process of an dedridty supply or ddivary
organization, a disuption of the information
systems can put the entire busness surviva a
rik. In April 1998, a disggruntied employee
unlesshed a logic bomb that dedroyed a New
Jarsey firm's files criticd to the operdtions of
its production lines It not only dissbled the
operdions of the company, it corrupted the
firm's backup files preduding any recovery
or reconditution. The firm logt its market
leedership and was eventudly forced to lay off
a Iage portion of its production line employ-
eeS.1 ’16

14 Presi dent’ s Commiission on Critical Infrastructure Protec-
tion, “Critical Foundations: Protecting America’sInfra-
structures’, (October, 1997), 20.

o , “ Companies grapple with limiting employee
abuse”, USA Today, April 28, 1998, 1.

18 Gaudin, Sharon, “The OmegaFiles’, Network World,
June 26, 2000
<http://www.nwfusion.com/research/2000/0626feat.html>.



Customer Relationships and
New Business Opportunities

Because Ameicans have more confidence in
their infragructure thean any other country in
the world, there is lower tolerance for disryp-
tion.  Expectations for dectric sarvice per-
formance ae devaed to the point tha many
teke high levds of savice peformance for
granted. Much of the growth of e-commerce
is projected to come from migration by tradi-
tiond companies induding dedridty savice
provides, offeing new savice features and
products and doing busnes diffarently to day
competiive  Unrdidble or inefficent service
will drive a cusomer to a competitor where a
compdtitive maketplace exids or in a regu-
lated maketplace to file a complant with a
regulator.  Such adtions usudly result in a
finendd pendty for the organization in-
volved. Bad cudomer rddionships inevitably
increase cods of operations, and in the case of
shareholder -owned utilities, lower profits

Blectric utilities, jus as many other indudtries,
mantan a great ded of information on cs-
tomers and employess to provide better ser-
vices The gergrd public now has a growing
awareness of the implication of this informe-
tion on privacy. As evidenced in the growing
cebate on privacy on the Internet, customers
and employess of organizations have increes-
ingly firm expectaions on how information
about them is maneged and protected. An
implidt assumption is that these organizations
will protect and assure the confidentidity of
the information they hold.  Falure to medt
these expectations adso can rupture customer
rlaionships and may cause the utility to incur
the rik of ligoility for not adequatdy protect-
ing sendtive cusomer or employee informe-
tion if an information system is breached or
corupted. The privacy issue is likdy to be-
come for the fird decade of the new millen
nium wha environmentd protection was as a
busness issue for the 1980s The later liter-
dly reshgped indudries and business practices
for decades and will catinue to do o for
decades to come.

Public and Investor Confidence

Investor confidence, as reflected in share price
and bond rating, depends on assurance tha an
organizetion is bang maneged prudently and
with due care. Diguption of information sys-
tems on which the effidency and qudity of
svice ddivery depend directly dffects the
perception of an organization's invetors and
its cusomers of how well it is managed. De-
pendence of budness operdaions on informe-
tion sygems inevitably causes the gandard of
prudent manegemet and due dligence to
indude the secuity of aiticad informaion
systems.

Auditing teams ae becoming more sawy
about the role of information systems in busi-
ness operations and more acutdy aware of the
need for more security and prudent manage-
ment control of thee sygsems  Fixing pro-
gram code for Year 2000 (Y2k) and its subse-
quent accountability illudrates  this  evolution.
Falure or inadequate effort to address the
issue has been judged to make an organization
subgantidly riskier.  This bdief was reflected
in the Security and Exchenge Commisson's
requirement for an organizaion to report on
the daus of its Y2k converson efforts for
citicd budness opedions to its sharehold-
ers.t’

In mid-1998, a Europeatbased hecker in-
vaded one Internet service provider's network
in the U.S. and dissbled eight out of ten serv-
s Due to the sarvice provider's lack of ap-
propriste security controls the invader d<o
downloaded the pesond and finencd infar-
mation for each cusomer amounting to about
11,000 credit cad account numbers. He pro-
ceded to thregten the sarvice provider with
digribution of the customes credit cad in
fomaion and future network  disruption,
unless the sarvice provider submitted to his
blackmal demand.’®  Subsequertly, the hacker
was captured and prosecuted, but the implica
tions for digupting public and invesor confi-
dence in the organization were profound.

17'U.s. Securities and Exchange Commission, 17 CFR Part
240 (August 12, 1998).

18 Closed Cases File, 1996-2000, United States Secret
Service.



WHAT CAN A CEO DO?

The Year 2000 program converson provided some vauable “lessons learned’. It
d hult a neded foundetion for citicd infragructure protection and manage
ment of information security.  The initid invetment in this foundation has been
mede  Any additiond effort will likdy be incrementd and renforce what has al-
ready begun. Spedificaly, a CEO can focus atention through the following:

» Undegand the levd of dependency of core sarvice and product de
livey processss on informaion technology within the organization,
and deermine the possble conseguences to its cusomers, the com-
munities in which it operdes and the expectations of its shareholders
and other dakeholders if those information sysems were to be dis-
rupted.

Ak aout the mitigation and contingency plans put in place to man
age these risks.  Know wha business risks the organization has ac-
cepted in the way it manages its information technology systems
A for and review information security benchmarks of other Smilar
organizations in the dedric indudry, and other indudries and com-
pare the leve of risk the organization isincurring.

Review the organization's dectronic interfaces with third parties in
duding other dedridty supply and ddivery sydem eattities and de
termine which risks need to be managed. This adivity is to protect
not only the organizaion and its public imege but to mantan public
corfidence in both the organization and the decric indudry as a
whole

Encourage the integration of information security into the overdl
poides and procedures for managing and protecting organizaiond
assets.

Edablish an organizationd policy to encourage the dhaing of ex
perience and practices within and between indudries to mantan cus-
tomer and public confidence, as wdl as hdp to reduce the cods asso-
ciated with the security effort.

Inves authority in a leader for the organization's security efforts,
gving tha peson direct reporting responghility and  accountahility
for aggresivdy edablishing, overssang, and implementing  Security
polices Ask for reports regarding the inherent risks of new enta-
prises and investments.

Note:

This document was developed under the direction and with the participation of electric
industry representatives of the Critical Infrastructure Protection Forum of the North
American Electric Reliability Council (NERC), supported by staff from the Critical Infra-
structure Assurance Office, U. S. Department of Commerce and staff from the U. S. De-
partment of Energy.



